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EU CRITICAL DUAL-USE TECHNOLOGIES 
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[EC, Roadmap on 
security and defence
technologies 2021]
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SHIFTING FRAMEWORK CONDITIONS FOR STI Governance I

Georgios Kolliarakis

Technopolitical paradigm shift for Emerging Tech R&D: 
Securitisation/Weaponisation (Tech Race 2.0); Emergence of 
minilateral alliances/clubs in the G20+ context

Proliferation of R&D actors (incl. Academia, RTOs, SMEs,…)

Rise in RDI Budgets for Defence & Dual-Use Technologies
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SHIFTING FRAMEWORK CONDITIONS FOR STI Governance I

Georgios Kolliarakis

Technopolitical paradigm shift for Emerging Tech R&D: 
Securitisation/Weaponisation (Tech Race 2.0); Emergence of 
minilateral alliances/clubs in the G20+ context

Proliferation of R&D actors (incl. Academia, RTOs, SMEs,…)

Rise in RDI Budgets for Defence & Dual-Use Technologies

“Critical” due to risk of misuse, proliferation of WMDs, terrorism, 
violation of human rights
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LEAD COUNTRY AND TECHNOLOGY MONOPOLY RISK
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[ASPI’s Critical Technology Tracker: the global race for future power, 2023]
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BI- & TRILATERAL TECHNOLOGY AND TRADE 
PARTNERSHIPS ON MICROPROCESSORS
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[Hess & Kleinhans, 2023]
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RDI transfer direction shift increasingly from Civil towards 
Defence and Space domains 

SHIFTING FRAMEWORK CONDITIONS FOR STI Governance II

Georgios Kolliarakis

Innovation & Harm Control modalities of ICT (very) different than
those of Nuclear, Chemical, Biological technologies

Lack of methodologies to reliably assess risk of “mission creep”, 
and probability/severity of diversion for misuse and WMD 
proliferation (End-use/End-user/Vector evaluation). 
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RDI transfer direction shift increasingly from Civil towards 
Defence and Space domains 

SHIFTING FRAMEWORK CONDITIONS FOR STI Governance II

Georgios Kolliarakis

Innovation & Harm Control modalities of ICT (very) different than
those of Nuclear, Chemical, Biological technologies

“Critical” for the essential state and societal functions, ensure their 
supply chains, and ther research & industrial base

Lack of methodologies to reliably assess risk of “mission creep”, 
and probability/severity of diversion for misuse and WMD 
proliferation (End-use/End-user/Vector evaluation). 
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RISK OF MISUSE MOVING UPSTREAM
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[EC Security Research AG, 2020]
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FOUR PATHWAYS TO TECHNOLOGY TRANSFER (ILLICIT & 
LICIT) FOR MALICIOUS PURPOSES

Georgios Kolliarakis 13

BUY

(market
exploitation)

COPY
(capability

demonstration)

STEAL

(espionage; 
research exchange)

BEG

(direct assistance)
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RESEARCH & INNOVATION AS AN EU STRATEGIC ASSET
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[EC 2022][BAFA 2019]
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MAIN FDI TARGETED SECTORS IN 2021
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[Annual Report on Strategic Trade & 
Investment Controls, EC 2022]
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EU ECONOMIC SECURITY STRATEGY
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EU ECONOMIC SECURITY STRATEGY: Impact-Feasibility Matrix

[Digital Europe, 2024]
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UNSCR 1540 (2004) on non-proliferation of Weapons of 
Mass Destruction 
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The resolution establishes the obligations under 
Chapter VII of the United Nations Charter for all 
member states to develop and enforce appropriate 
legal and regulatory measures against the 
proliferation of WMDs and their means of delivery, in 
particular, to prevent their spread to non-state actors.
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EU DUAL-USE REG 821(2021) LIST ITEM CATEGORIES
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Cyber-surveillance items 

Communication 
monitoring software 

Intrusion software 

Facial and emotion 
recognition technologies 

Location-tracking devices 

Equipment designed for the 
extraction of the content

Cryptanalysis

Forensic/investigative 
tools 
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GOVERNANCE 
MODALITIES OF NUCLEAR, 
BIOLOGICAL, ICT
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[Harris, 2016]
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GLOBAL EFFECTIVENESS OF STRATEGIC TRADE CONTROLS ALONG 5 
CRITERIA

Georgios Kolliarakis 21

[Peddling Peril Index 2024, Institute for Science & International Security ]



dgap.org 22

To what extent should Research and Academia be responsive to societal
concerns and governmental choices?

DISRUPTIVE INNOVATION: MORE OF THE SAME? OR CHANGE THE GAME?

Which “mix” of self-, soft, and hard instruments is needed? When go 
uni-lateral, or multi-/minilateral? Technology-specific (use-case-
centred) or cross-cutting (red-lines)?

Georgios Kolliarakis

Out-of-sync R&I Governance: Re-contextualization of International 
Collaboration policies; Transfer policies; Restriction policies

How to establish methodologically robust “early warning” governance 
mechanisms to mitigate risk without prematurely securitizing R&D? 
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HELGA NOWOTNY:  Unersättliche Neugier. Innovation 
in einer fragilen Zukunft (2005)
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“Überraschend ist auch die Geschwindigkeit, mit der sich eine innovative Idee in 
eine Innovation verwandelt, und die Beschleunigung, mit der eine Innovation 
sich ausbreitet und das Bestehende verändert. Innovationen bringen die 
Grenzen zwischen Gegenwart und Zukunft zum Fließen. In vielen Bereichen
haben die dramatischen Veränderungen an neuen Anforderungen und an 
Möglichkeiten, die von der Zukunft zu erwarten sind, die Tür zur Gegenwart
eingedrückt. 

Patricia Piccinini | The Young Family (2002) 

…Dort, wo die Vorhersagen
der Naturwissenschaften
auf einigermaßen
gesicherte Daten und 
Modelle stützen könnten, 
muss in weiten Bereichen
das unberechanbare
menschliche Verhalten mit
einbezogen warden.”
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THANK YOU!
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COLLINGRIDGE DILEMMA
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[OECD, OPSI 2020]


